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ey{a) 'mbound f2y, ey Outbound Padyy Internal Total Hits

° Accepted o Blocked o Accepted o Blocked o Accepted o Blocked o Accepted 9 Blocked Total
Tuesday, June 7 6,831 7,293 23,466 10,777 976 5 31,273 18,075 49,348
Wednesday, June 8 6,731 67,398 50,299 77,394 3,022 60,052 144,797 204,849
Thursday, June 9 4,208 313 59,441 10,277 3,343 66,992 10,592 77,584
Friday, June 10 1,844 218 39,542 8,042 2,494 43,880 8,262 52,142
Monday, June 13 3,890 185 47,427 6,651 3,085 54,402 6,840 61,242
Tuesday, June 14 4,526 407 46,707 9,813 3,068 54,301 10,226 64,527
Wednesday, June 15 87 12 1,481 524 130 1,698 536 2,234
Total for June 2005 28,117 75,826 268,363 123,478 16,118 312,598 199,328 511,926

Firewall(s): 82.127.62.167; cpmodule; Pix
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Type Action Inbound - Outbound ' Internal Total Hits Total MB
l il w40 e PPN

Accepted accept 28,117 268,363 16,118 288,032 3,652
Total Accepted: o 28,117 268,363 16,118 288,032 3,652
Blocked drop 75,826 123,442 23 123,467

reject 36 1 37
Total Blocked: e 75,826 123,478 24 123,504

Total for June 2005 103,943 391,841 411,536

Firewall(s): 82.127.62.167; cpmodule; Pix
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Source Area @  Destination Area Service Service comment Rule or Message Number Total Hits
i

Internal External 243,797
World Wide Web HTTP 16 173,122

NewsEDGE server broadcast 17 19,396

Post Office Protocol - Version 3 17 16,506

Domain Name Server 17 7,628

NewsEDGE server UDP (UDP 1) 17 3,473

External External 24,566
World Wide Web HTTP 20 21,156

File Transfer [Control] 20 3,092

Domain Name Server 20 166

Domain Name Server internal 72

BGMP internal 50

Internal Internal 13,247
Lightweight Directory Access Protocol 17 8,257

User Management Service 17 824

17 823

Socks 17 211

17 210

External Internal 3,551
Internet Message Access Protocol 10 3,217

OpenView DM ovc/xmpv3 api pipe 12 110

21 104

OpenView DM xmpv7 api pipe 12 104

12 2

Internal Broadcast 2,871
Bootstrap Protocol Server 17 1,446

Bootstrap Protocol Client 17 1,402

Microsoft-SQL-Monitor 17 22

ms-sha-base 17 1

Firewall(s): 82.127.62.167; cpmodule; Pix Source Area(s): External; Internal Destination Area(s): Broadcast; External; Internal
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Toe 25 ANeeaegisel [paegzl Usars June, 2005 D

Source Area @y Internal User @ Hits Hits % KB KB % Elapsed Time Elaps. Time %
> IIJu (d - hh:mm:ss)

Internal 192.168.0.68/RAISIN 77,873 29.97% 362,755 15.94% 9 day(s) 02:43:49 30.47%
Internal 192.168.0.201/d7.DATASET 37,172 14.31% 8,243 0.36% 01:02:57 0.15%
Internal 192.168.0.230 22,984 8.85% 00:00:00

Internal 192.168.0.83/POMME 17,418 6.70% 76,483 3.36% 1 day(s) 01:52:48 3.60%
Internal 192.168.0.70/TOMATE 14,713 5.66% 200,484 8.81% 1 day(s) 01:58:02 3.62%
Internal 192.168.0.58/LYCHEE 11,518 4.43% 131,576 5.78% 1 day(s) 00:09:57 3.37%
Internal 192.168.0.88/PROXY 10,304 3.97% 183,337 8.05% 10 day(s) 05:00:24 34.13%
Internal 192.168.0.87/KESTA 10,032 3.86% 117,710 5.17% 1 day(s) 06:36:57 4.26%
Internal 192.168.0.52/BOUZIGUES 9,900 3.81% 158,372 6.96% 22:10:19 3.09%
Internal 192.168.0.50/CARAMBOLE 9,374 3.61% 57,929 2.54% 16:31:53 2.30%
Internal 192.168.0.204 8,831 3.40% 00:00:00

Internal 192.168.0.61 8,307 3.20% 55,912 2.46% 10:52:28 1.51%
Internal 192.168.0.53/CHIVAS 5,804 2.23% 58,814 2.58% 1 day(s) 21:41:31 6.36%
Internal 192.168.0.60/IS~LITTLEBOY 4,403 1.69% 47,745 2.10% 21:56:59 3.06%
Internal 192.168.0.56/FRAISE 4,324 1.66% 45,765 2.01% 14:24:07 2.01%
Internal 192.168.0.3 1,507 0.58% 00:00:00

Internal 192.168.0.92/KIWI 1,184 0.46% 4,297 0.19% 00:38:23 0.09%
Internal 192.168.0.62/PATATE 1,041 0.40% 738,049 32.42% 04:24:34 0.61%
Internal 192.168.0.66/SKIPPER 1,031 0.40% 9,738 0.43% 04:11:28 0.58%
Internal 192.168.0.99/COMPTA 823 0.32% 4,257 0.19% 01:43:11 0.24%
Internal 192.168.0.85 654 0.25% 5,279 0.23% 01:06:19 0.15%
Internal 192.168.0.241 329 0.13% 3,059 0.13% 02:05:04 0.29%
Internal 192.168.0.84/VMWARE2003ENTER 135 0.05% 3,170 0.14% 00:17:50 0.04%
Internal 192.168.0.94/VMTOMATE 110 0.04% 2,871 0.13% 00:14:18 0.03%
Internal 192.168.0.95/VMWARE2003ENTER 49 0.02% 381 0.02% 00:14:25 0.03%

Total for the above User list: 259,820 100.00% 2,276,224  100.00% 29 day(s) 21:57:43 100.00%

Total for the 31 Users for the same period: 259,915 2,276,554 29 day(s) 23:38:24

Firewall(s): 82.127.62.167; cpmodule; Pix
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Toeo 25 Aeaaogree] Vigirors June, 2005 D

Source Area @y Visitor é.& Hits % KB KB % Elapsed Time Elaps. Time %
3 (d - hh:mm:ss)

External 82.235.167.16/bastion.dragoon.hn.org 26.96% 1,957 0.37% 00:20:24 1.04%
External 62.210.136.135 24.76% 1,944 0.37% 01:52:38 5.73%
External 195.68.70.50/host.50.70.68.195.rev.coltfrance.com 16.34% 488,300 92.36% 18:22:33 56.06%
External 66.249.66.162/crawl-66-249-66-162.googlebot.com 7.67% 4,750 0.90% 01:08:41 3.49%
External 207.46.98.79/msnbot.msn.com 7.36% 3,934 0.74% 00:20:22 1.04%
External 207.46.98.78/msnbot.msn.com 3.38% 2,197 0.42% 00:06:04 0.31%
External 64.140.49.66/crl.turnitin.com 1.41% 3,157 0.60% 00:11:52 0.60%
External 66.249.65.232/crawl-66-249-65-232.googlebot.com 1.25% 633 0.12% 00:08:39 0.44%
External 195.115.36.26 1.23% 3,326 0.63% 00:51:58 2.64%
External 213.41.18.213/frederic02.paris.corp.yahoo.com 0.97% 2,930 0.55% 01:58:22 6.02%
External 195.65.176.182 0.89% 739 0.14% 01:12:36 3.69%
External 66.249.66.129/crawl-66-249-66-129.googlebot.com 0.85% 330 0.06% 00:04:59 0.25%
External 62.23.103.34 0.68% 476 0.09% 00:05:58 0.30%
External 65.73.204.62/FIS062.frontiercorp.com 0.68% 872 0.16% 00:05:35 0.28%
External 195.26.53.152/195-26-53-152.adsl.izrsolutions.com 0.67% 1,720 0.33% 00:59:24 3.02%
External 193.95.126.53 0.65% 864 0.16% 00:21:46 1.11%
External 82.119.141.2/host2.sbroiler.ru 0.61% 2,428 0.46% 00:46:48 2.38%
External 192.109.190.88/vproxy01.bmwgroup.com 0.54% 2,743 0.52% 02:40:01 8.14%
External 207.46.98.42/msnbot.msn.com 0.54% 156 0.03% 00:00:53 0.04%
External 80.146.172.81 0.49% 8 0.00% 00:01:12 0.06%
External 81.213.144.169/dsl.static81213144169.ttnet.net.tr 0.49% 516 0.10% 00:12:01 0.61%
External 207.46.98.43/msnbot.msn.com 94 0.46% 207 0.04% 00:01:09 0.06%
External 80.22.155.171/host171-155.pool8022.interbusiness.it 82 0.40% 4,144 0.78% 00:30:23 1.54%
External 211.31.48.252/c211-31-48-252.rivrw7.nsw.optusnet.com.au 74 0.36% 378 0.07% 00:22:16 1.13%
External 82.127.62.167/Laubervilliers-151-13-15-167.w82-127.abo.wanado 72 0.35% 00:00:00

Total for the above Visitor list: 20,611 100.00% 528,707  100.00% 1 day(s) 08:46:34 100.00%

Total for the 1147 Visitors for the same period: 28,117 1,462,668 5day(s) 17:19:40

Firewall(s): 82.127.62.167; cpmodule; Pix
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Too 3 Aceagiacl [prappzl Useres Wit tpaie oo 5 Siapyieas June, 2005 LJ

Source Area @ Internal User m Service Comment Destination Area Rule or Message Number Total i—|its
llu
Internal 192.168.0.68/RAISIN 77,873
80 World Wide Web HTTP External 77,396
1863 MSN Messenger External 230
8000 iRDMI External 95
8500 External 65
443 http protocol over TLS/SSL External 26
Internal 192.168.0.201/d7.DATASET 37,172
110 Post Office Protocol - Version 3 External 14,133
80 World Wide Web HTTP External 9,487
53 Domain Name Server External 5,952
68 Bootstrap Protocol Client Broadcast 1,402
67 Bootstrap Protocol Server Broadcast 1,346
Internal 192.168.0.230 22,984
8889 NewsEDGE server broadcast External 19,396
8888 NewsEDGE server UDP (UDP 1) External 3,473
123 Network Time Protocol External 115
Internal 192.168.0.83/POMME 17,418
80 World Wide Web HTTP External 7,366
46077 External 714
20539 External 407
16174 External 289
57872 External 267
Internal 192.168.0.70/TOMATE 14,713
80 World Wide Web HTTP External 12,635
4665 edonkey External 493
4662 edonkey External 216
53 Domain Name Server External 117
4246 External 94

Firewall(s): 82.127.62.167; cpmodule; Pix
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Source Area o

External

External

External

External

External

Too 5 Accagiac Visitors Witk tr=ir foe 2 Siapyjgas

Visitor @ Service Comment

82.235.167.16/bastion.dragoon.hn.org

21 File Transfer [Control]

80 World Wide Web HTTP

Internet Message Access Protocol
53 Domain Name Server
OpenView DM xmpv7 api pipe

62.210.136.135

80 World Wide Web HTTP

21 File Transfer [Control]

53 Domain Name Server

7430 OpenView DM xmpv7 api pipe

7431 OpenView DM ovc/xmpv3 api pipe
195.68.70.50/h0st.50.70.68.195.rev.coltfrance.com

143 Internet Message Access Protocol

80 World Wide Web HTTP

44343

21 File Transfer [Control]
66.249.66.162/crawl-66-249-66-162.googlebot.com

80 World Wide Web HTTP
207.46.98.79/msnbot.msn.com

80 World Wide Web HTTP

Firewall(s): 82.127.62.167; cpmodule; Pix
Report printed on Wednesday June 15, 2005 at 10:03

Destination Area Rule or Message Number

External
External
Internal
External
Internal

External
External
External
Internal
Internal

Internal
External
Internal
External

External

External

—
|
June, 2005 [ |

Total Hits
IIJu
5,556
2,761
2,756

Dashboard created with © DataSet Vision. DataSet is a Net Report Company Page 12/23



http://www.netreport.fr/whois/redirect.asp?ip=82.235.167.16
http://www.netreport.fr/port_report.asp?port=21
http://www.netreport.fr/port_report.asp?port=80
http://www.netreport.fr/port_report.asp?port=143
http://www.netreport.fr/port_report.asp?port=53
http://www.netreport.fr/port_report.asp?port=7430
http://www.netreport.fr/whois/redirect.asp?ip=62.210.136.135
http://www.netreport.fr/port_report.asp?port=80
http://www.netreport.fr/port_report.asp?port=21
http://www.netreport.fr/port_report.asp?port=53
http://www.netreport.fr/port_report.asp?port=7430
http://www.netreport.fr/port_report.asp?port=7431
http://www.netreport.fr/whois/redirect.asp?ip=195.68.70.50
http://www.netreport.fr/port_report.asp?port=143
http://www.netreport.fr/port_report.asp?port=80
http://www.netreport.fr/port_report.asp?port=44343
http://www.netreport.fr/port_report.asp?port=21
http://www.netreport.fr/whois/redirect.asp?ip=66.249.66.162
http://www.netreport.fr/port_report.asp?port=80
http://www.netreport.fr/whois/redirect.asp?ip=207.46.98.79
http://www.netreport.fr/port_report.asp?port=80
http://www.dataset.fr
http://www.net-report.net

Source Area e

Internal

Internal
Internal

Internal

Internal

Internal User @ Service

192.168.0.201/d7.DATASET
53
53
1720
192.168.115.1
123
192.168.203.1
123
192.168.0.70/TOMATE
80
21
192.168.0.58/LYCHEE
21
80

Firewall(s): 82.127.62.167; cpmodule; Pix
Report printed on Wednesday June 15, 2005 at 10:03

Comment

Domain Name Server
Domain Name Server
h323hostcall

Network Time Protocol

Network Time Protocol

World Wide Web HTTP
File Transfer [Control]

File Transfer [Control]
World Wide Web HTTP

Destination Area

External

External

Internal

External

External

External
External

External
External

Toe 5 Sloeicad Inrsrnz] Users with tpic Foo 2 Sefviecas

Rule or Message Number

17
internal
17

22

June, 2005 i |

Total Hits
Ilu

47,175
47,139
35

1
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http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.201
http://www.netreport.fr/port_report.asp?port=53
http://www.netreport.fr/port_report.asp?port=53
http://www.netreport.fr/port_report.asp?port=1720
http://www.netreport.fr/whois/redirect.asp?ip=192.168.115.1
http://www.netreport.fr/port_report.asp?port=123
http://www.netreport.fr/whois/redirect.asp?ip=192.168.203.1
http://www.netreport.fr/port_report.asp?port=123
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.70
http://www.netreport.fr/port_report.asp?port=80
http://www.netreport.fr/port_report.asp?port=21
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.58
http://www.netreport.fr/port_report.asp?port=21
http://www.netreport.fr/port_report.asp?port=80
http://www.dataset.fr
http://www.net-report.net

Source Area e

External

External

External

External

External

Toe 5 Slogeicac Visitors Witk th=ir To e 5 Siapyjeas

Visitor @ Service Comment

82.235.167.16/bastion.dragoon.hn.org
727
79 Finger
819
865
911 xact-backup
62.210.136.135
21 File Transfer [Control]
1 TCP Port Service Multiplexer
111 SUN Remote Procedure Call
2049 Network File System - Sun Microsystems
7 Echo
194.242.114.10/delta.easy-hebergement.NET
113 Authentication Service
10341
10372
10771
10803
83.103.41.50/ip-pub.fastwebnet.it
43653
43654
43655
43657
27467
200.142.97.50/mx.future.COM.br
35890
35891
35892
35893
36067

Firewall(s): 82.127.62.167; cpmodule; Pix
Report printed on Wednesday June 15, 2005 at 10:03

Destination Area

External
External
External
External
External

External
External
External
External
External

External
External
External
External
External

External
External
External
External
External

External
External
External
External
External

Rule or Message Number

—
|
June, 2005 [ |

Total Hits
IIJu
66,918
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http://www.netreport.fr/whois/redirect.asp?ip=82.235.167.16
http://www.netreport.fr/port_report.asp?port=727
http://www.netreport.fr/port_report.asp?port=79
http://www.netreport.fr/port_report.asp?port=819
http://www.netreport.fr/port_report.asp?port=865
http://www.netreport.fr/port_report.asp?port=911
http://www.netreport.fr/whois/redirect.asp?ip=62.210.136.135
http://www.netreport.fr/port_report.asp?port=21
http://www.netreport.fr/port_report.asp?port=1
http://www.netreport.fr/port_report.asp?port=111
http://www.netreport.fr/port_report.asp?port=2049
http://www.netreport.fr/port_report.asp?port=7
http://www.netreport.fr/whois/redirect.asp?ip=194.242.114.10
http://www.netreport.fr/port_report.asp?port=113
http://www.netreport.fr/port_report.asp?port=10341
http://www.netreport.fr/port_report.asp?port=10372
http://www.netreport.fr/port_report.asp?port=10771
http://www.netreport.fr/port_report.asp?port=10803
http://www.netreport.fr/whois/redirect.asp?ip=83.103.41.50
http://www.netreport.fr/port_report.asp?port=43653
http://www.netreport.fr/port_report.asp?port=43654
http://www.netreport.fr/port_report.asp?port=43655
http://www.netreport.fr/port_report.asp?port=43657
http://www.netreport.fr/port_report.asp?port=27467
http://www.netreport.fr/whois/redirect.asp?ip=200.142.97.50
http://www.netreport.fr/port_report.asp?port=35890
http://www.netreport.fr/port_report.asp?port=35891
http://www.netreport.fr/port_report.asp?port=35892
http://www.netreport.fr/port_report.asp?port=35893
http://www.netreport.fr/port_report.asp?port=36067
http://www.dataset.fr
http://www.net-report.net

Too 23 Incommine Accdgtacd Sapyigas Sapide] oy rlits: June, 2005 __H

"y _@ Incoming Accepted Services
[ 143 - Internet Message Access Protocol
I 7431 - OpenView DM ovc/xmpv3 api pipe

7430 - OpenView DM xmpv7 api pipe

Il 7436 -

B 7437 - Faximum
90.59%

[7] 38989 -

Il 514 - Syslog

Firewall(s): 82.127.62.167; cpmodule; Pix
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http://www.dataset.fr
http://www.net-report.net

Too 23 Ineomire) Aceagiae Sapvicas Soriae 0V Flits. e 200 L._J

Service Comment KB Hits % Elapsed Time Elaps. Time %
(d - hh:mm:ss)

143 Internet Message Access Protocol 0.0 90.59% 00:00:00
7431 OpenView DM ovc/xmpv3 api pipe 13,385.3 99.88% 3.10% 05:00:02
7430 OpenView DM xmpv7 api pipe 15.0 0.11% 2.93% 00:01:21
44343 0.0 2.93% 00:00:00
7432 0.1 0.00% 0.06% 00:00:00
7433 0.1 0.00% 0.06% 00:00:01
7434 0.1 0.00% 0.06% 00:00:01
7435 0.1 0.00% 0.06% 00:00:00
7436 0.1 0.00% 0.06% 00:00:00
7437 Faximum 0.1 0.00% 0.06% 00:00:00
7438 0.1 0.00% 0.06% 00:00:00
38989 0.0 0.03% 00:00:00
514 Syslog 0.0 0.03% 00:00:00

P R NN DN DNDNDNDDN

Total for the above Incoming Accepted Services list: 13,401.2 100.00% 100.00% 05:01:25

Total for the 13 Incoming Accepted Services for the same period: 13,401.2 05:01:25

Firewall(s): 82.127.62.167; cpmodule; Pix
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http://www.netreport.fr/port_report.asp?port=143
http://www.netreport.fr/port_report.asp?port=7431
http://www.netreport.fr/port_report.asp?port=7430
http://www.netreport.fr/port_report.asp?port=44343
http://www.netreport.fr/port_report.asp?port=7432
http://www.netreport.fr/port_report.asp?port=7433
http://www.netreport.fr/port_report.asp?port=7434
http://www.netreport.fr/port_report.asp?port=7435
http://www.netreport.fr/port_report.asp?port=7436
http://www.netreport.fr/port_report.asp?port=7437
http://www.netreport.fr/port_report.asp?port=7438
http://www.netreport.fr/port_report.asp?port=38989
http://www.netreport.fr/port_report.asp?port=514
http://www.dataset.fr
http://www.net-report.net

Too 25 Ouiejojfie) Aceaeise] Sapyjaas Soprae] oY Fljts. June, 2005 __E

fi‘»ﬁ Outgoing Accepted Services

[ 80 - world Wide Web HTTP
Il 8889 - NewsEDGE server broadcast
110 - Post Office Protocol - Version 3
53 - Domain Name Server
3.86% Il 8888 - NewsEDGE server UDP (UDP 1)

1.51% ['7 443 - http protocol over TLS/SSL
0.69%

1863 - MSN Messenger
Il 25 - Simple Mail Transfer
B 21 - File Transfer [Control]
4665 - edonkey
[T 16174 -
Il 20539 -
Il 123 - Network Time Protocol
B 59506 -
Il 62519-
[ 57872-
B 19722-

75.52% 28922 -

43000 -

Firewall(s): 82.127.62.167; cpmodule; Pix
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http://www.dataset.fr
http://www.net-report.net

Too 25 Ouiejojfie) Aceaeise] Sapyjaas Soprae] oY Fljts. June, 2005 I__J

Service Comment KB KB % Hits Hits % Elapsed Time Elaps. Time %
: |J| (d - hh:mm:ss)

World Wide Web HTTP 2,276,553.5 100.00% 173,283 75.16% 29 day(s) 23:38:15 100.00%
NewsEDGE server broadcast 0.0 19,396 8.41% 00:00:00
Post Office Protocol - Version 3 0.0 16,506 7.16% 00:00:00
Domain Name Server 0.0 8,854 3.84% 00:00:00
NewsEDGE server UDP (UDP 1) 0.0 3,473 1.51% 00:00:00
http protocol over TLS/SSL 0.0 1,574 0.68% 00:00:00
0.0 1,226 0.53% 00:00:00
MSN Messenger 0.0 645 0.28% 00:00:00
25 Simple Mail Transfer 0.0 637 0.28% 00:00:00
21 File Transfer [Control] 0.0 507 0.22% 00:00:00
4665 edonkey 0.0 493 0.21% 00:00:00
16174 0.0 431 0.19% 00:00:00
20539 0.0 407 0.18% 00:00:00
123 Network Time Protocol 0.0 374 0.16% 00:00:00
59506 0.0 342 0.15% 00:00:00
62519 0.0 315 0.14% 00:00:00
57872 0.0 269 0.12% 00:00:00
19722 0.0 265 0.11% 00:00:00
28922 0.0 240 0.10% 00:00:00
43000 0.0 226 0.10% 00:00:00
58944 0.0 221 0.10% 00:00:00
56241 0.0 217 0.09% 00:00:00
4662 edonkey 0.0 216 0.09% 00:00:00
39631 0.0 213 0.09% 00:00:00
1044 0.0 210 0.09% 00:00:00

Total for the above Outgoing Accepted Services list: 2,276,553.5 100.00% 230,540 100.00% 29 day(s) 23:38:15

Total for the 2088 Outgoing Accepted Services for the same period: 2,276,553.5 243,797 29 day(s) 23:38:15

Firewall(s): 82.127.62.167; cpmodule; Pix
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http://www.netreport.fr/port_report.asp?port=80
http://www.netreport.fr/port_report.asp?port=8889
http://www.netreport.fr/port_report.asp?port=110
http://www.netreport.fr/port_report.asp?port=53
http://www.netreport.fr/port_report.asp?port=8888
http://www.netreport.fr/port_report.asp?port=443
http://www.netreport.fr/port_report.asp?port=46077
http://www.netreport.fr/port_report.asp?port=1863
http://www.netreport.fr/port_report.asp?port=25
http://www.netreport.fr/port_report.asp?port=21
http://www.netreport.fr/port_report.asp?port=4665
http://www.netreport.fr/port_report.asp?port=16174
http://www.netreport.fr/port_report.asp?port=20539
http://www.netreport.fr/port_report.asp?port=123
http://www.netreport.fr/port_report.asp?port=59506
http://www.netreport.fr/port_report.asp?port=62519
http://www.netreport.fr/port_report.asp?port=57872
http://www.netreport.fr/port_report.asp?port=19722
http://www.netreport.fr/port_report.asp?port=28922
http://www.netreport.fr/port_report.asp?port=43000
http://www.netreport.fr/port_report.asp?port=58944
http://www.netreport.fr/port_report.asp?port=56241
http://www.netreport.fr/port_report.asp?port=4662
http://www.netreport.fr/port_report.asp?port=39631
http://www.netreport.fr/port_report.asp?port=1044
http://www.dataset.fr
http://www.net-report.net

Too 5 Ascagiac Sapyicas wite inir Toe 2 lrrerrzl Usars June, 2005 L._J

Service Comment o Internal User m Source Area Destination Area Rule or Message Number Total IHits
llu

80 World Wide Web HTTP Internal 173,285
192.168.0.68/RAISIN External 77,396
192.168.0.70/TOMATE External 12,635
192.168.0.58/LYCHEE External 10,932
192.168.0.88/PROXY External 9,821
192.168.0.201/d7.DATASET External 9,487

NewsEDGE server broadcast Internal 19,396
192.168.0.230 External 19,396
Post Office Protocol - Version 3 Internal 16,506
192.168.0.201/d7.DATASET External 14,133
192.168.0.87/KESTA External 1,762
192.168.0.61 External 523
192.168.0.92/KIWI1 External 88
Domain Name Server Internal 8,854
192.168.0.201/d7.DATASET External 5,952
192.168.0.3 External 1,226
192.168.0.52/BOUZIGUES External 795
192.168.0.204 External 568
192.168.0.50/CARAMBOLE External 178
Lightweight Directory Access Protocol Internal 8,257
192.168.0.204 Internal 8,257

Firewall(s): 82.127.62.167; cpmodule; Pix
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http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.68
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.70
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.58
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.88
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.201
http://www.netreport.fr/port_report.asp?port=80
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.230
http://www.netreport.fr/port_report.asp?port=8889
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.201
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.87
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.61
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.92
http://www.netreport.fr/port_report.asp?port=110
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.201
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.3
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.52
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.204
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.50
http://www.netreport.fr/port_report.asp?port=53
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.204
http://www.netreport.fr/port_report.asp?port=389
http://www.dataset.fr
http://www.net-report.net

Too 5 Ascagiac] Sapvicas with tnir Foe 25 Visitors

Service Comment o Visitor @ Source Area Destination Area Rule or Message Number

80 World Wide Web HTTP External
62.210.136.135 External
82.235.167.16/bastion.dragoon.hn.org External
66.249.66.162/crawl-66-249-66-162.googlebot.com External
207.46.98.79/msnbot.msn.com External
207.46.98.78/msnbot.msn.com External

Internet Message Access Protocol External
195.68.70.50/host.50.70.68.195.rev.coltfrance.com Internal
80.146.172.81 Internal
62.210.136.135 Internal
82.235.167.16/bastion.dragoon.hn.org Internal
83.201.53.167/AMontpellier-251-1-75-167.w83-201.abo.wana Internal

File Transfer [Cohtrdl] External
82.235.167.16/bastion.dragoon.hn.org External
62.210.136.135 External
195.61.61.253/rdp.exelinfo.ch External
195.68.70.50/host.50.70.68.195.rev.coltfrance.com External
200.219.166.118 External

Domain Name Server External
62.210.136.135 External
82.127.62.167/Laubervilliers-151-13-15-167.w82-127.abo.wan External
82..2353.167.l6/basti0n.dragoon.hn.org External

OpenView DM ovc/xmpv3 api pipe External
62.210.136.135 Internal
200.216.71.240/serv16.petros.COM.br Internal
82.235.167.16/bastion.dragoon.hn.org Internal

Firewall(s): 82.127.62.167; cpmodule; Pix
Report printed on Wednesday June 15, 2005 at 10:03

20
20
20
20
20

10
10
10
10
10

20
20
20
20
20

20
internal
20

12
12
12

L
||
June, 2005 | |

Total Hits

i
21,156
4,380
2,756
1,580
1,518
697
3,219
3,064
94
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http://www.netreport.fr/whois/redirect.asp?ip=62.210.136.135
http://www.netreport.fr/whois/redirect.asp?ip=82.235.167.16
http://www.netreport.fr/whois/redirect.asp?ip=66.249.66.162
http://www.netreport.fr/whois/redirect.asp?ip=207.46.98.79
http://www.netreport.fr/whois/redirect.asp?ip=207.46.98.78
http://www.netreport.fr/port_report.asp?port=80
http://www.netreport.fr/whois/redirect.asp?ip=195.68.70.50
http://www.netreport.fr/whois/redirect.asp?ip=80.146.172.81
http://www.netreport.fr/whois/redirect.asp?ip=62.210.136.135
http://www.netreport.fr/whois/redirect.asp?ip=82.235.167.16
http://www.netreport.fr/whois/redirect.asp?ip=83.201.53.167
http://www.netreport.fr/port_report.asp?port=143
http://www.netreport.fr/whois/redirect.asp?ip=82.235.167.16
http://www.netreport.fr/whois/redirect.asp?ip=62.210.136.135
http://www.netreport.fr/whois/redirect.asp?ip=195.61.61.253
http://www.netreport.fr/whois/redirect.asp?ip=195.68.70.50
http://www.netreport.fr/whois/redirect.asp?ip=200.219.166.118
http://www.netreport.fr/port_report.asp?port=21
http://www.netreport.fr/whois/redirect.asp?ip=62.210.136.135
http://www.netreport.fr/whois/redirect.asp?ip=82.127.62.167
http://www.netreport.fr/whois/redirect.asp?ip=82.235.167.16
http://www.netreport.fr/port_report.asp?port=53
http://www.netreport.fr/whois/redirect.asp?ip=62.210.136.135
http://www.netreport.fr/whois/redirect.asp?ip=200.216.71.240
http://www.netreport.fr/whois/redirect.asp?ip=82.235.167.16
http://www.netreport.fr/port_report.asp?port=7431
http://www.dataset.fr
http://www.net-report.net

GRS BB EKEURSENVICES WL EIM GRS HEMAINUSENS June, 2005 L.._J

Service Comment e Internal User m Source Area Destination Area Rule or Message Number TotalIHits
llu

53 Domain Name Server Internal 47,178
192.168.0.201/d7.DATASET External 17 47,139
192.168.0.201/d7.DATASET External internal
192.168.0.52/BOUZIGUES External 17
192.168.1.1 External 22

Network Time Protocol Internal
192.168.115.1 External 22
192.168.203.1 External 22

World Wide Web HTTP Internal
192.168.0.70/TOMATE External
192.168.0.53/CHIVAS External
192.168.0.50/CARAMBOLE External
192.168.0.60/IS~LITTLEBOY External
192.168.0.58/LYCHEE External

File Transfer [Control] Internal
192.168.0.58/LYCHEE External
192.168.0.70/TOMATE External

Microsoft-DS Internal
192.168.0.3 Internal

Firewall(s): 82.127.62.167; cpmodule; Pix
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http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.201
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.201
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.52
http://www.netreport.fr/whois/redirect.asp?ip=192.168.1.1
http://www.netreport.fr/port_report.asp?port=53
http://www.netreport.fr/whois/redirect.asp?ip=192.168.115.1
http://www.netreport.fr/whois/redirect.asp?ip=192.168.203.1
http://www.netreport.fr/port_report.asp?port=123
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.70
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.53
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.50
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.60
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.58
http://www.netreport.fr/port_report.asp?port=80
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.58
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.70
http://www.netreport.fr/port_report.asp?port=21
http://www.netreport.fr/whois/redirect.asp?ip=192.168.0.3
http://www.netreport.fr/port_report.asp?port=445
http://www.dataset.fr
http://www.net-report.net

110195 Bl OCKEURSEVICESIVIT

Service Comment e Visitor @ Source Area

1026 Calender Access Protocol External

61.152.158.126
221.10.201.162
218.83.153.58
61.152.239.150
222.136.251.121

Microsoft-SQL-Server External
82.127.252.218/ALille-251-1-77-218.w82-127.abo.wanadoo.fr
82.127.152.54/ALille-251-1-10-54.w82-127.abo.wanadoo.fr
82.127.138.194/ALille-251-1-32-194.w82-127.abo.wanadoo.fr
82.127.168.86
82.127.212.37/ALille-251-1-70-37.w82-127.abo.wanadoo.fr

Authentication Service External
194.242.114.10/delta.easy-hebergement.NET
62.210.136.135
82.235.167.16/bastion.dragoon.hn.org

ExoSee External
61.152.158.126
221.10.201.162
62.210.136.135
222.136.251.121
61.152.239.150

network blackjack External
62.210.136.135
82.127.252.115/ALille-251-1-77-115.w82-127.abo.wanadoo.fr
82.127.131.21/ALille-251-1-25-21.w82-127.abo.wanadoo.fr
82.127.165.165/ALille-151-1-7-165.w82-127.abo.wanadoo.fr
82.127.167.55/ALille-151-1-9-55.w82-127.abo.wanadoo.fr

Firewall(s): 82.127.62.167; cpmodule; Pix
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m Internal Users ® Accepted Q Blocked Total

Distinct Services Number of Hits  Distinct Services Number of Hits  Distinct Services Number of Hits
Ilu
192.168.0.83/POMME 1,333 17,418 1,333 17,425

192.168.0.61 525 8,307 525 8,317
192.168.0.70/TOMATE 468 14,713 468 14,764
192.168.0.87/KESTA 349 10,032 349 10,034
192.168.0.201/d7.DATASET 257 37,172 258 84,347
192.168.0.92/KIWI 107 1,184 107 1,184
192.168.0.58/LYCHEE 82 11,518 82 11,567
192.168.0.62/PATATE 69 1,041 69 1,041
192.168.0.59/D72 41 41 41 41
192.168.0.3 4 1,507 34 1,554

@ External Visitors ® Accepted [x] Blocked Total

Distinct Services Number of Hits  Distinct Services Number of Hits  Distinct Servicl:es Number of Hits
llu
82.235.167.16/bastion.dragoon.hn.org 20 5,556 65,444 66,918 65,463 72,474
62.210.136.135 10 5,103 2,207 7,094 2,214 12,197
83.103.41.50/ip-pub.fastwebnet.it 133 137 133 137
200.142.97.50/mx.future.COM.br 93 93 93 93
81.241.156.131/131-156.241.81.adsl.skynet.be 53 55 53 55
64.4.12.201/echo-v2.msgr.hotmail.com 31 31 31 31
62.101.126.215/62-101-126-215.fastres.NET 29 29 29 29
195.68.70.50/host.50.70.68.195.rev.coltfrance.com 20 20 24
194.242.114.10/delta.easy-hebergement.NET 15 15
82.224.108.12/aqu33-2-82-224-108-12.fbx.proxad.NET 8 35 8
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