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I IPS - Computers Targeted by and Sending Potential Threats
0@ Top Computer Targetted Number of Computers
%45 Internal Target of Internal Threats d7.DATASET(192.168.0.201)

[-';:;’j_‘lnternal Target of Inbound Threats 192.168.0.92 707 I Blocked
e External Target of Outbound Threats host4-17.pool8537.interbusiness.it(85.37.17.4) 60
gw Top Source Computer Number of Computers ig:
%45 Internal Source of Internal Threats ~ BOUZIGUES(192.168.0.52) 1 30
¥+ 2 External Source of Inbound Threats messenger.hotmail.com(207.46.104.20) 53 ig’
“iwm Internal Source of Outbound Threats 192.168.0.92 1 mm B Accepted
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Accepted: Internal m 64
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Number of Hits:

IPS - Top 5 Services Targeted by Potential Threats

Short Description Severity ﬁ.ﬁ mfj m Total

SMB.DCERPC.Registry.OpenHKLM.139 139 67 67
edonkey 53 23 23
invalid_param 3843
invalid_pointer 3007
msn 3008

Total Top 5 Attacks Total Top 5 Services:

IPS(s): FGT-602904401145
Report printed on Friday June 17, 2005 at 10:19 Dashboard created with © DataSet Vision. DataSet is a Net Report Company Page 1/14



IPS_Daily_050416.pdf
IPS_Daily_050418.pdf
IPS_Monthly_0504.pdf
http://www.dataset.fr
http://www.net-report.net

Svants OV Flolr gf e Pz = Grzief) Sunday April 17, 2005

o Accepted Traffic

Internal Accepted

|71 outbound Accepted

Number of Accepted Events

B nbound Accepted
9

Hour of the Day

Blocked Traffic

[ Internal Blocked

[ outbound Blocked

Number of Blocked Events

B nbound Blocked
8 9

Hour of the Day

IPS(s): FGT-602904401145
Report printed on Friday June 17, 2005 at 10:20 Dashboard created with © DataSet Vision. DataSet is a Net Report Company Page 2/14



http://www.dataset.fr
http://www.net-report.net

EVEnRLST Y HGURGILTENDaY = IDala Sunday April 17, 2005

Inbound - Outbound ' Internal Total Hits
o0 e ECY

G Accepted e Blocked G Accepted e Blocked o Accepted e Blocked o Accepted e Blocked

01:00
02:00
03:00
04:00
05:00
06:00
07:00
08:00
09:00
10:00
11:00
12:00
13:00
14:00
15:00
16:00
17:00
Total for Sunday April 17, 2005

N A O A AN DM DM B BB DM OO B DN S B DS
o o A N MO A B DN O BB DN B B D
o o A N MO A BN O N DN DM DM D

~
[6)]
~
[6)]

(o2}
S

IPS(s): FGT-602904401145
Report printed on Friday June 17, 2005 at 10:20 Dashboard created with © DataSet Vision. DataSet is a Net Report Company Page 3/14



http://www.dataset.fr
http://www.net-report.net

.k
=)

. s
* -.H

Internal Computer Targeted Threat Category Potential Threat Description Number of Potential Threats

AER il % v

d7.DATASET(192.168.0.201) 67
netbios SMB.DCERPC.Registry.OpenHKLM.139 64
SMB.DCERPC.SamrEnumerateAliasesinDomain.139 3
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Total for the above list: 67
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Internal Computer Targeted Threat Category Potential Threat Description Number of Potential Threats
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192.168.0.92 56
edonkey

msn
BOUZIGUES(192.168.0.52)
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External Computer Targeted Threat Category Potential Threat Description Number of Potential Threats
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host4-17.pool8537.interbusiness.it(85.37.17.4) 12
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dns_decoder invalid_pointer

invalid_param
host5-17.pool8537.interbusiness.it(85.37.17.5)
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Internal Computer Sending Threats Threat Category Potential Threat Description Number of Potential Threats
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BOUZIGUES(192.168.0.52) 67
netbios SMB.DCERPC.Registry.OpenHKLM.139 64
SMB.DCERPC.SamrEnumerateAliasesinDomain.139 3
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External Computer Sending Threats Threat Category Potential Threat Description Number of Potential Threats

0 R %

messenger.hotmail.com(207.46.104.20)

ns20286.0vh.NET(213.251.133.129)

p2p edonkey
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BOUZIGUES(192.168.0.52) 67
d7.DATASET(192.168.0.201) 139 netbios SMB.DCERPC.Registry.OpenHKLM.139 Accepted 64
d7.DATASET(192.168.0.201) 139 SMB.DCERPC.SamrEnumerateAliasesinDomain.139 Blocked 3
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Threat Category Signature Potential Threat Description Inbound Internal Outbound  Total Threats
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netbios 67 67
FGT102039613 SMB.DCERPC.Registry.OpenHKLM.139 64

FGT102039618 SMB.DCERPC.SamrEnumerateAliasesinDomain.139 3

p2p 48
FGT109051907 edonkey 48

dns_decoder 23
FGT8912898 invalid_pointer 10

FGT8912909 invalid_param 10

FGT8912906 invalid_opcode 3
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